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Abstract— Recently, vehicular crowdsensing networks have
attracted much attention because of their ability to provide
efficient and convenient information services for the Internet
of Vehicles. How to achieve on-demand message authentication
and provide privacy protection of sensing vehicles are challenging in accurate sensing tasks. We propose a secure vehicular
crowdsensing scheme based on multi-authority attribute-based
signature (TRAMS), which allows the publisher to flexibly
customize a fine-grained policy that the potential participants
must satisfy and uses attribute-based signature to authenticate
sensed messages while protecting the privacy of the sensing
vehicle. Also, we propose a multi-authority key management
scheme, which can improve vehicle-based sensing efficiency in the
Internet of Vehicles. Performance analysis shows that our scheme
can not only achieve massage authentication while protecting
the privacy of the sensing vehicle, but also ensure fine-grained
message authentication to meet the expectation of the publisher
on demand. And compared with the single-authority schemes
in vehicular communication, our multi-authority TRAMS can
achieve efficient message authentication for vehicular crowdsensing applications which require timely task feedback.
Index Terms— Vehicular crowdsensing, attribute-based signature (ABS), multi-authority.

I. I NTRODUCTION

W

ITH the continuous development of the Internet of
Vehicles (IoVs), vehicles are no longer just convenient
transportation vehicles, but have gradually become powerful
mobile sensing, computing and storage platforms [1]–[4].
Vehicles, as information providers and service enjoyers, when
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Fig. 1.

Scenario of publishing sensing task based on demand.

they move along the street, they are recruited as sensing participants for crowdsensing tasks. There are many generalized
and large scale applications in vehicular crowdsensing such
as environment and traffic monitoring, map updating, public
safety, urban sensing and so on [5], [6]. Vehicular crowdsensing supports services in the IoV and provides support for
large-scale sensing required for intelligent transportation and
other applications [7]–[9].
In vehicular crowdsensing, it is common for the government
or enterprises to lead a large-scale public crowdsensing, such
as public safety, environmental monitoring, map updating and
so on. Unlike generalized crowdsensing tasks, personalized
vehicular crowdsensing tasks are catered towards the custom
requests of the users and focus on supporting user-specific
sensing tasks [10], [11]. For example, as shown in Fig.1,
road width usually changes with road maintenance, rain and
snow, and different types of vehicles have different vehicle
widths. Usually, trucks need to know whether the road ahead
can pass by themselves. Then the truck needs to issue a
specific sensing task according to its own demand, and this
task requires vehicles that meet the demand of the publisher to
participate in the sensing task. In this demand-based vehicular
crowdsensing, accurate sensing greatly reduces the number of
participants, so malicious vehicles have a greater impact on the
security of sensing tasks [12], [13]. Once the sensing vehicles
are malicious in a vehicular crowdsensing task, the publisher is
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vulnerable to false message attacks to make wrong decisions
and even suffer serious traffic accidents. Then the message
authentication becomes very important to avoid malicious
vehicles. Moreover, privacy protection becomes an important
issue in vehicular applications and thus the privacy of the sensing vehicles should not be leaked [4], [14]. Thus it is important
to ensure message authentication and protect the privacy of
sensing vehicles in personalized vehicular crowdsensing with
accurate sensing.
To solve the above problems, traditional schemes usually
adopt an anonymous authentication method based on cryptography [15]–[17]. However, these schemes cannot achieve
fine-grained message authentication, thus they cannot be
directly applied to the vehicular crowdsensing scenario, especially in demand-based crowdsensing. Also, most cryptography schemes are built with a single attribute authority, putting
the trust on the single authority. However, there are a large
number of vehicles constantly moving dynamically, the applications in vehicular crowdsensing often require the vehicles to
obtain some attributes from different authorities(e.g., different
government agencies, different roadside infrastructure they
have registered with and so on), which poses new challenges
to these schemes. Therefore, it is difficult to achieve accurate,
efficient and secure sensing in personalized vehicular crowdsensing using traditional authentication schemes.
In this paper, we propose a secure vehicular crowdsensing scheme based on multi-authority attribute-based signature
(TRAMS). Our TRAMS scheme allows the publisher to flexibly customize a demand with fine-grained policy and uses
multi-authority attribute-based signature methods to authenticate messages while obfuscating the true identity of the
vehicle. In this paper, our contributions can be addressed in
the following aspects.
(1) We propose a message authentication scheme for vehicular crowdsensing, which allows the publisher to flexibly
customize a fine-grained policy that the potential participates
must satisfy and uses attribute-based signature to authenticate
the messages. This can effectively improve the accuracy of
sensing in vehicular crowdsensing.
(2) We propose a privacy protection mechanism for sensing
vehicles based on attribute-based signature, which obfuscates
the unique identification of the sensing vehicle into a set of
attributes, so as to realize anonymous authentication of sensing
vehicles.
(3) We propose a multi-authority key management architecture to achieve efficient sensing, in which each attribute
authority manages keys for attributes of vehicles. It can generate attribute keys for vehicles more securely and efficiently
in the dynamic IoV.
Our paper is organized as follows. Section II presents
some related work about message authentication and privacy protection in vehicular crowdsensing. In Section III,
we introduce our system model, security requirements and
technique preliminaries used in our scheme. Detail TRAMS
construction is presented in Section IV. In Section V, we give
security analysis, theoretical analysis and simulation analysis
of our scheme in detail. Finally, we conclude our paper
in Section VI.
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II. R ELATED W ORK
Aiming at the security problems in vehicular crowdsensing
network, this section introduces and summarizes message
authentication and privacy protection.
A. Message Authentication in Vehicular Crowdsensing
Message authentication is an important security issue in
vehicular crowdsensing network, which determines that a
message is from a valid source [18]. The methods of message
authentication mainly include the following three categories:
cryptographic authentication based on asymmetric and symmetric keys, identity-based authentication, and signature-based
authentication.
Li et al. [19] proposed a practical blacklist-based anonymous authentication scheme for mobile crowdsensing, which
used pseudonyms to achieve secure information sharing.
Jiang et al. [20] proposed a framework for integrated authentication and agreement for vehicular cloud computing, which
combined a single-server three-factor authentication protocol with a non-interactive identity-based key establishment
protocol to effectively perform secure identity authentication
of vehicles. Zhu et al. [21] proposed a trust-based reliable
crowdsensing service, which implemented anonymous vehicle authentication based on a random signature algorithm.
Ni et al. [15] also used random signature technology to
authenticate vehicles and ensure that information was not tampered with. Zhang et al. proposed a novel Chinese remainder
theorem (CRT)-based conditional privacy-preserving authentication scheme for securing vehicular authentication [22].
Wang et al. [17] and Li et al. [23] used group signature to
achieve authentication and ensure the confidentiality of sensed
information.
Different from traditional identity-based signature methods, attribute-based signature (ABS) can achieve anonymous
authentication. Maji et al. [24] proposed the formal definition and specific scheme of ABS for the first time. The
signer can sign messages with its attributes, and the verifier
can check whether the signature meets the specific access
structure [25], [26]. The ABS is usually used in the system to provide simpler rights management and fine-grained
authentication for system resource protection and access.
In order to achieve message authentication and maintain anonymity, Liu et al. [27] utilized ABS to enforce
message authentication. Similarly, Cui et al. [28] and
Huang et al. [18] used attribute-based signature to achieve
message authentication and maintain the anonymity of the
vehicles.
There are a large number of vehicles constantly moving
dynamically, which often need to obtain the attributes from
different authorities (e.g., different government agencies, different roadside infrastructure they have registered with and
so on). Also, once the single authority is compromised by
attackers, the keys of all vehicles will be completely leaked.
Whereas for a multi-authority key management architecture,
there are multiple attribute authorities that manage different
attributes of vehicles, and these attribute authorities work
together to generate attribute keys for vehicles. Even if
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a certain attribute authority is attacked, the vehicle’s key will
not be easily leaked.
B. Privacy Protection in Vehicular Crowdsensing
In vehicular crowdsensing, information such as the location
of sensing vehicles is easily collected by application services.
If malicious applications obtain this information, they may
dig out the privacy of sensing vehicles, such as hobbies and
driving trajectories [15]. Therefore, it is necessary to protect
vehicle privacy in a secure message authentication. The current
privacy protection methods mainly include random technology,
anonymous credentials, pseudonyms, group signature, and etc.
Wei et al. [29] proposed a fog-based privacy protection
scheme for vehicular crowdsensing, which used random values
to protect vehicle privacy when authenticating vehicle identity.
Ni et al. [15] proposed a privacy-protected real-time navigation system (PRIN) using vehicular crowdsensing, which
used random signature technology to authenticate and protect
privacy of queriers and drivers during the lookup process.
The above methods based on random technologies all protected the identity privacy by anonymizing the vehicle identity
through random numbers. Wang et al. [17] proposed a secure
navigation scheme based on fog-based, using AES, random
anonymous credentials and group signature to ensure the
legitimacy, confidentiality of message and conditional privacy
protection. Sun et al. [12] proposed a new secure query scheme
for crowdsensing in fog computing. This scheme anonymously
authenticated vehicles based on pseudonym technology. The
above methods based on pseudonyms and credentials had
problems in secure storage and management. Cui et al. [28]
used attribute-based signature to realize the anonymous
authentication of vehicles. Li et al. [23] clearly pointed out
the privacy issues and false reporting issues in vehicular
crowdsensing, and they proposed a traffic monitoring scheme
to protect privacy. Specifically, they used short group signature
to authenticate vehicles in conditional anonymity, and filter
false reports based on real-time traffic monitoring, which may
have high detection overhead of false messages.
The above message authentication and privacy protection
technologies are not suitable for IoV applications where
large-scale nodes are rapidly and dynamically changing.
In particular, the current authentication scheme cannot authenticate the sensed messages according to the demands of users,
that is, it cannot realize accurate sensing in personalized
vehicular crowdsensing.

Fig. 2.

System model.

of attribute authorities (AAs). Here we assume that the AA
is honest but curious, that is, the AA will complete the task
honestly but will mine privacy from the collected messages.
We assume the authorities generate keys and transmit them to
the vehicles in a secure way. We can utilize trusted technology
and trust management to protect them and resist malicious
attacks. Moreover, the servers transmit the keys to users in
encrypted form by establishing a session key exchange protocol, which can resist passive attacks such as eavesdropping.
1) Cloud: As a TA, the cloud is mainly responsible for
the authority of legal AA and the management of vehicles’
identities.
2) Local Server: As one of AAs, it is responsible for managing static attributes (e.g., vehicle type, colour) in the system
and generating attribute keys for vehicles. The communication
range of the local server can cover more than two RSUs
communication ranges.
3) RSU: RSU can communicate with vehicles frequently.
As one of AAs, RSU is responsible for authorizing the vehicle’s dynamics attributes (e.g., speed, acceleration, position)
and generating attribute keys. RSU needs to authenticate
messages sensed by the vehicle.
4) Vehicle: Each vehicle is equipped with a sufficient number of sensors. Vehicles can be divided into vehicles that
request information (V ehi clereq ) and sense the traffic situation
(V ehi clesen ). The V ehi clereq publishes tasks and demands
based on the required information. The V ehi clesen senses
traffic situation, signs it and sends it to the RSU.

III. A PPROACH OVERVIEW
In this section, we formalize our system model in vehicular crowdsensing, present the possible threats and security
requirements. Also, we give preliminary knowledge used in
our scheme.
A. System Model
As shown in Fig.2, our system is mainly composed of cloud,
local server, RSU and vehicles. Among them, the cloud is a
trusted authority (TA). The local server and RSU are two types

B. Threat Model and Security Requirements
In vehicular crowdsensing network, sensed messages may
come from illegal sensing vehicles or do not meet the demand
of the publisher, and thus the vehicles may make wrong or
untimely decisions and cause serious accidents. The following
security threats may exist in our scenario.
1) Malicious Participation: Malicious vehicles forge legitimate identities to participate in sensing in order to gain the
benefits of sensing tasks. In particular, in the personalized
vehicular crowdsensing, malicious vehicles that do not meet
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the demand of the publisher will also exchange attributes with
other vehicles to meet demand and then participate in sensing.
2) Privacy Disclosure: Information such as the trajectory
and speed of vehicles participating in the sensing tasks can be
easily collected, and the privacy of the vehicle can be analyzed
from it.
3) Escape Responsibility: When the vehicle has malicious
behavior, in order to escape responsibility and avoid punishment of the authority, the vehicle will deny the connection
between the malicious behavior and itself.
Based on the above threat model, our scheme needs to meet
the following security requirements.
a) Message authentication: RSU needs to validate the
identity of the sensing vehicle and authenticate the message
to ensure that the vehicle that requests information can receive
valid sensed messages.
b) Privacy Protection: In order to ensure that active
participation of vehicles, the real identity of the sensing vehicle
should be kept secret.
C. Preliminary Knowledge
1) Bilinear Maps: Let p be a prime number, the set Z ∗p =
{1, 2, . . . , p − 1}, Z p = {0, 1, 2, . . . , p − 1}. Let G 1 and G 2
be two groups of order p. A bilinear map e : G 1 × G 1 → G 2
must satisfy the following properties:
Bilinearity: e(g1a , g2b ) = e(g1, g2 )ab for all g1 , g2 ∈ G 1 and
a, b ∈ Z p .
Non-degeneracy: There exists g1 , g2 ∈ G 1 such that
e(g1, g2 ) = 1.
Computability: There is an efficient algorithm to compute
e(g1, g2 ) for all g1 , g2 ∈ G 1 .
2) Lagrange Interpolation: Let f (x) be a polynomial with
a maximum degree of d − 1, and f (x 1 ), . . . , f (x d ) are the
corresponding values when the inputs are x = x 1 , . . . , x d ,
respectively. Let S be a set S ∈ Z p and S =
 {x 1 , . . . , x d },
the polynomial f (x) is calculate as f (x) = i∈S f (i ) i,S

j
(x), where i,S (x) = j ∈S, j =i x−
i− j .
3) Computational Diffie-Hellman (CDH) Problem: Given
g, g x , g y ∈ G(x, y ∈ Z ∗p ), solve g x y on the premise that
x, y is unknown. An algorithm that solves the Computational
Diffie-Hellman problem is a probabilistic polynomial time
Turing machine with non-negligible probability. Within a
limited time t, the probability that adversary A successfully
CDH
(A) = Pr [A(g x , g y ) = g x y ]  .
computes g x y is Adv G
If  is negligible, the CDH problem is intractable [30].
IV. O UR P ROPOSED S CHEME
In this section, we give the algorithm construction of
our proposed TRAMS scheme in detail. The main notations used in our scheme are presented in Table.I. In this
paper, we improve multi-authority attribute-based signature
algorithm [31], [32] in our application.
A. Algorithm Construction
1) Setup: This algorithm is used to initialize system
parameters.
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TABLE I
M AIN N OTATIONS U SED IN O UR S CHEME

Firstly, it takes the groups G 1 and G 2 of prime order p.
The generator g ∈ G 1 , and α ∈ Z p is randomly selected such
that g1 = g α . The element g2 ∈ G 1 is selected randomly such
1/α
that R = g2 . Let e : G 1 × G 1 → G 2 be a bilinear map.
Then it computes Z = e(g1, g2 ). It also defines the attributes
in universe U = {1, 2, . . . , m}.
Secondly, it defines two hash functions H1 , H2 : {0, 1}∗ →
G 1 , which transforms the bit string of arbitrary length to a
fixed element of G 1 , respectively.
Finally, the public parameters are par ams = ( p, G 1 , G 2 ,
e, g, g1, g2 , Z , R, H1 , H2 ).
2) SKGen: The algorithm is used to generate the base secret
key for the user.
It selects the seeds (s1 , s2 , . . . , sk , . . . ) of the pseudorandom function(PRF) for the attribute authority. For the
k-th attribute authority, it uses the PRF to select the secret
value yk,u for useru, that is, yk,u = P R Fsk (u). Then the
α−

K

y

k=1 k,u
d[k, u]T A = g2
, K is the number of attribute
authorities. User u’s secret key S K = d[k, u]T A .
3) AKGen: This algorithm is used to generate attribute key
for user who have the attribute set ωk,u .
Firstly, a legitimate attribute authority k ∈ {1, 2, . . . , K }
generates
a basic attribute key for user u. Then it computes

K

y j,u /α

Tk = g2 j =1, j =k
.
Secondly, it randomly selects i ∈ ωk,u , ri ∈ Z p , and it
computes di0 = Tk R yk,u H1(i )ri , di1 = gri . Then the user’s
attribute key AK = {di0 , di1 }i∈ωk,u .
4) VPGen: The algorithm uses the access policy T as input
to generate T ’s verification parameters.
The T represents an attribute tree. We define the function
par ent (x) as the parent of the node x, the function att (x)
to return the relevant attributes of x and a function i ndex(x)
that can be used to output the label corresponding to node x.
Firstly, access policy T in this algorithm is an attribute tree
based on a tree structure. For each node x in the tree, it makes
the polynomial degree of node x as d x = k x − 1, where k x
is the threshold value. Starting from the root node r oot, set
qroot (0) = α, and other droot points of the polynomial qroot
randomly to define it completely. For any other node x, we set
q x (0) = q parent (x)(i ndex(x)), and choose other dx points
randomly to completely define qx .
Secondly, for each leaf node x, it computes the public
verification parameter gpk = {Dx = g qx (0) , h i = H1(i )qx (0) },
where i = att (x).
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5) Sign: The user uses this algorithm to generate a signature
σ for message M with respect to an attribute tree T , namely,
K

to prove that ω = ∪ ωk,u satisfies the tree, that is T (ω) = 1.
k=1
Firstly, the signer randomly selects s ∈ Z p , and computes
σ0 = H2 (M)s d[k, u]T A , σ0 = g s .
Secondly, denote ω∗ as the set of attributes associated with
leaves in T . Then for each i ∈ ω∗ , ri ∈ Z p are randomly
selected, and it computes




{σi0 = di0 H1(i )ri , σi1 = di1 gri }i∈ω∩ω∗ ,




{σi0 = H1 (i )ri , σi1 = gri }i∈ω∗ /ω∩ω∗

(1)

Finally, the user’s signature for message M is obtained as
σ = (σ0 , {σi0 , σi1 }i∈ω∗ , σ0 ).
6) Verify: This algorithm is used to verify whether the
signature σ is valid.
Firstly, it defines a recursive algorithm V eri f y Node
(σ, gpk, x), where x is a node in the tree T . It outputs a
group element of G 2 or ⊥. Let i = att (x).
a) If the node x is a leaf node then:
⎧
⎨ e(σi0 , Dx ) , if e(σi0 , Dx ) = 1
e(σi1 , h i )
V eri f y Node(σ, gpk, x) = e(σi1 , h i )
⎩
⊥,
otherwise
(2)
where if i ∈ ω ∩ ω∗






= e(Tk R yk,u H1(i )ri +ri , g qx (0) )/e(gri +ri , H1(i )qx (0) )
=

yk,u



g2 α , g qx (0) )e(H1(i )ri +ri , g qx (0) )

K

e(H1(i )ri +ri , g qx (0) )

e(σi0 , Dx )/e(σi1 , h i )




= e(H1(i )ri , g qx (0) )/e(gri , H1(i )qx (0) )
=1

(4)

b) If the node x is a non-leaf node then: For all node
z that are children of x, it runs V eri f y Node(σ, gpk, z) and
stores the output as Fz . Let Sx be an arbitrary k x -sized set of
child nodes z such that Fz =⊥. If no such set exists then the
node is not satisfied and the function returns ⊥. Otherwise let
i = i ndex(z), Sx = {i ndex(z) : z ∈ Sx } and it computes
 i,S  (0)
Fx =
Fz x
z∈Sx

(e(g, g2)

z∈Sx



z∈Sx

z∈Sx

= e(g, g2 )

K

k=1 yk,u /αqx (i)i,Sx (0)

K

k=1 yk,u /αqx (0)

(5)

(6)

B. Scheme Application

k=1 yk,u /αqx (0)

And if i ∈ ω∗ /ω ∩ ω∗

=

e(g, g2 )

If the equation holds, that is, the attributes used for the
signature σ satisfy the access policy T , the signature σ is
accepted. Otherwise it is rejected.

(3)







= e(g, g2 )

=

=

e(g, σ0 ) · Froot ?
=Z
e(H2(M), σ0 )



= e(di0 H1(i )ri , g qx (0) )/e(di1 gri , H1 (i )qx (0) )

e(g2

Application phases.

Secondly, compute Froot , and compute

e(σi0 , Dx )/e(σi1 , h i )

K
y
j =1, j =k j,u
α

Fig. 3.

(e(g, g2)

K

k=1 yk,u /αqz (0)

K

)

i,S  (0)
x

k=1 yk,u /αq parent (z) (index(z))

)

i,S  (0)
x

As shown in Fig.3, our proposed TRAMS scheme mainly
consists of six phases: 1) initialize the system; 2) generate
verification parameters; 3) generate attribute key; 4) sign the
message; 5) verify signature.
1) Initialize the System: During the system initialization
phase, TA executes Setup and SKGen algorithms, generates
the public parameters, and distributes secret keys for attribute
authorities and vehicles. The attribute authority’s secret key is
used to grant the attribute key to the vehicle. The vehicle’s
secret key is generated based on the vehicle’s unique identify,
which can uniquely identity the vehicle.
2) Generate Verification Parameters: If V ehi clereq needs
to know information such as road conditions, it will generate demand tasks in need. The demand task includes not
only a description of the required information, but also the
attribute requirements of V ehi clereq on the sensing vehicle
that collected the message. For example, V ehi clereq can set
policy T={location(the intersection of Yuhangtang Road and
Gaojiao Road), driving direction(from east to west), type(taxi),
reputation value > 7}. V ehi clereq then sends demand task to
RSU. RSU gets T and runs the VPGen algorithm to generate
a public verification parameter gpk about T .
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3) Generate Attribute Key: When V ehi clesen wants to
upload the sensed message, it will first request the attribute
key from the attribute authorities (RSU and local server). RSU
and local server respectively obtain the dynamic attributes and
static attributes of V ehi clesen and then execute the AKGen
algorithm to generate the attribute key for V ehi clesen and set
the key’s lifetime.
4) Sign the Message: V ehi clesen runs the Sign algorithm
after receiving the attribute key. Before the key expires, it can
use the key to sign multiple pieces of sensed messages, and
then send the ciphertexts and signatures to the RSU.
5) Verify Signature: After receiving the sensed message
containing the signature and the demand task, the RSU runs
Verify algorithm to verify the validity of the signature. This
verification can not only authenticate the identity, but also
verify whether the attributes used by the signature meet the
policy T according to the verification parameter gpk. Only
those signatures that pass these two verification at the same
time are called legal signatures, and then RSU returns the
sensed message corresponding to the signatures to V ehi clereq .
V. P ERFORMANCE A NALYSIS
In this section we analyze the performance of our TRAMS
scheme from three aspects: security analysis, theoretical analysis and simulation analysis.
A. Security Analysis
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2) Security Proof: Theorem 1: The TRAMS scheme meets
correctness.
Proof: If and only if the tree is satisfied, then according
to Lagrange interpolation,
Froot = e(g, g2 )
= e(g, g2 )
= e(g, g2 )

K

k=1 yk,u /α·qroot (0)

K

k=1 yk,u /α·α

K

k=1 yk,u

So
e(g, σ0 ) · Froot
e(H2(M), σ  )
e(g, H2(M)s dT A )e(g, g2 )
=
e(H2(M), g s )

α− K

(8)

K

k=1 yk,u

y

k=1 k,u
)e(g, g2)
e(g, H2(M)s g2
=
e(H2(M), g)s

Verify( par ams, gpk, Sign(S K , AK , M, ωk,u ))

(7)

Definition 2 (Anonymity): For the parameters, the attribute
sets ω0 and ω1 satisfying T , and the attribute key AK ω1 and
AK ω2 , message M, the distributions of the signature σ1 and σ2
by signing on M using AK ω1 and AK ω2 are indistiguishable.
Definition 3. (Unforgeability) Under adaptive message attack,
if the probability of adversary A’s success in the polynomial
time is negligible, TRAMS scheme satisfies unforgeability.
Initial Phase: A selects and outputs a challenge policy T ∗ .
Setup Phase: Challenger C receives the challenge policy T ∗
and runs Setup algorithm to generate public parameters and
seeds {s1 , s2 , . . . , sk , . . . } and master key, and sends par ams
to A.
Query Phase: Adversary A can perform a polynomially
K

bounded number of queries on ω = ∪ ωk,u and (M, T ) to
k=1
private key extraction oracle and signature oracle, respectively.
Forgery: Finally, A outputs the signature σ ∗ and
message M ∗ .
If σ ∗ is a valid signature for message M ∗ , the adversary A
does not perform a private key query for the attribute set ω∗
satisfying T ∗ (ω∗ ) = 1.
Definition 4 (Anti-Collusion): Even if different signers conspire, they cannot forge a signature that they cannot generate
on their own.

k=1 yk,u

K

e(g, H2(M))s e(g, g2 )α− k=1 yk,u e(g, g2)
=
e(g, H2(M))s
α
α
= e(g, g2 ) = e(g , g2 ) = e(g1 , g2 ) = Z

K

k=1 yk,u

(9)

Theorem 2: The TRAMS scheme meets anonymity.
Proof: Run the Setup algorithm to obtain public parameter
par ams, and give it to adversary A. A selects the attribute
sets ω1 and ω2 that satisfy the access policy T and computes
1 , d1 }
2
2
AK ω1 = ({di0
i1 i∈ω1 ) and AK ω2 = ({di0 , di1 }i∈ω2 ). For
j

j

1) Security Model: Definition 1 (Correctness): If all users
who meet the access policy T can generate valid signatures
and the signatures can be verified. Then TRAMS scheme is
said to meet the correctness, as follows.

K

j

i ∈ ω j , A computes di0 = Tk R yk,u H1(i )ri , di1 = gri , where
j
j ∈ {1, 2}, ri ∈ Z p . And A sends the attribute keys to C.
C randomly selects a bit b ∈ {1, 2} and a message M, and
computes a signature σ ∗ through the Sign algorithm.
σ ∗ = (σ0 = H2(M)s dT A ,





{σi0 = di0 H1(i )ri , σi1 = di1 gri }i∈ω∗ , σ0 = g s )

(10)

This signature σ ∗ may be generated by either AK ω1 or
AK ω2 and cannot be distinguished. In summary, the TRAMS
scheme is anonymous.
Theorem 3: If the Computational Diffie-Hellman (CDH)
assumption holds, then the TRAMS scheme satisfies
unforgeability.
Assume that the adversary makes at most q H1 times to
H1-oracle, respectively. The private key query is performed at
most q K . The challenger C maintains lists to store the answers
of H1-oracle.
Proof: Assuming that adversary A can break the scheme
with a non-negligible probability , then it means that an
algorithm C can be constructed to solve the CDH problem.
If C can break the instance (g, X = g α , Z = g β ) ∈ G 1 , then
we can get g αβ .
A defines a challenge policy T , and the attribute set ω∗ is
the attributes associated with its leaf nodes.
Query: C lets g2−α = Z and stores the query result list L 1 of
the random oracles H1. In addition, C selects a random integer
δ ∈ [1, q H1 ], and Mi is a message asking about the random
oracle. Challenger C asks H1 and checks list L 1 . If i is in the
list, C returns the same answer to A; otherwise, C makes the
following two choices:
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1) If i ∈ ω∗ , the challenger randomly chooses βi ∈
Z p , H1(i ) = g βi ;
2) If i ∈
/ ω∗ , the challenger randomly chooses βi , γi ∈
−β
Z p , H1(i ) = g1 i g γi ;
Assuming that C can make up to q K private key queries. A
can perform a private key query on ω, T ∗ (ω) = 1. C randomly
selects the values s1 ,s2 , . . . , sk for the attribute authority,
K

α−

s

k=1 k
assuming dT A = g2
. And T ∗ (ω) = 1, ω∗ ∩ ω ⊆ ω,
so T ∗ (ω∗ ∩ω = 1). If the attribute set S satisfies T ∗ , ω∗ ∩ω ⊆
S and Sk is an attribute set managed by k attribute authority.
Then generate private keys di0 , di1 as follows:
1) Ifi ∈ S, C randomly selects ri ∈ Z p and computes di0 =
K

s /α

g2 k=1 k H1(i )ri , di1 = gri ;
2) If i ∈
/ S,C computes
di0 = g2
di1 = g2

K
k=1 sk /α+

0,Sk (i) /βi

0,Sk (i)αi /βi



−β

0,Sk (i)

g1

gri , where ri = β

−βi αi r 
g ) i,

(g1


0,Sk (i) /βi + ri .

= g βδ , the challenger

Signature oracle query: If H2 (M)
randomly chooses s  ∈ Z q , let s = −β/αi + s  , then C
simulates signature
K
α− k=1
sk

(g2

K



k=1 sk /α

H2(M)s , {g2



H1(i )ri , g ri }i∈ω∗ , g s ),
s = −β/αi + s  .

(11)

βδ

If H2 (M) = g , then C simulates signature
K
α− k=1
sk

(g2



α

−βi /αi s

H2(M)s = g −αβ (g1 i g βi )s g2
K

{g2

k=1 sk /α

−1/αi s

g = g2

g ,

H1(i ) , g }i∈ω∗ , g ).
ri

ri

s

(12)

Signature forgery: The adversary A outputs the signature σ ∗

of M ∗ , if H2(M) = g βδ , simulator exits. Otherwise, it satisfies
the verification equation
∗
∗
, σi1
}, σ0∗ )
σ ∗ = (σ0∗ , {σi0
K

= (g2α g2

k=1 sk

K

H2 (M ∗ )s , {g2

k=1 sk /α

H1(i )ri , g ri }i∈ω∗ , g s ).
(13)

Then C simulates the recursive function V eri f y Node(σ ∗ ,
If x is a leaf node in T ∗ , let i = att (x),
andsince H1(i ) = g βi , then V eri f y Node(σ ∗ , T ∗ , x) =
T ∗ , x).

K
k=1 sk /α·qx (0)

−

.
If x is not the leaf node, all child nodes z of x are output
as Rz using V eri f y Node(σ ∗ , T ∗ , x). Let i = i ndex(z), Sx =
{i ndex(z) : z ∈ Sx } and compute.

 −  K sk /αqz (0) i,S  (0)

x
Rx =
F i,Sx (0) =
g2 k=1
g2

z∈Sx

=



−
g2

z∈Sx

=



−
g2

z∈Sx

K

k=1 sk /αq patents(z) (index(z))

K

k=1 sk /αqx (i)

i,Sx (0)

=

−
g2

i,Sx (0)
K

k=1 sk /αqx (0)

. (14)

z∈Sx

So
−

Rroot = g2

−

= g2

K

k=1 sk /αq parents (0)

K

k=1 sk

.

−

= g2

K

k=1 sk /α·α

K

k=1 sk

(15)

Fig. 4.

Scheme analysis in scenarios.


Since H2(M ∗ ) = g βδ , then C can get g αβ = Rroot σ0∗ /

(σ0∗ )βδ . Therefore, we can get the probability of solving CDH
problem as   ≈ /q H1 . So we can obtain that the TRAMS
scheme is unforgeable.
Theorem 4: The TRAMS scheme meets Anti-collusion.
TRAMS satisfies the security against collusion attacks
required by the attribute-based scheme. In the scheme,
the signer u is different, and the seed sk of the pseudo-random
function is different. And the secret value of yk,u = P R Fsk (u)
is also different. Even if the attributes are the same, different
secret keys will be obtained because the pseudo-random function P R F makes the signing private keys of different signers
independent of each other, and the scheme requires each user
to have their own unique identity. So our scheme can prevent
collusion attacks.
3) Comparison Analysis: As shown in Table II, we compare TRAMS with other related schemes in the aspects of
security features in the Internet of Vehicles. Compared with
the schemes of Ni [15], Wang [17] and Wei [29] based
on identity-based signature, our TRAMS uses attribute-based
signature, which uses a set of attributes to identify the vehicle
identity and can achieve anonymous authentication to protect the privacy of the sensing vehicle. Compared with the
schemes of Huang [18] and Cui [28] that use attribute-based
signature, we adopt on-demand message authentication, that
is, the publisher defines the policy on demand and then RSU
will verify whether the sensing vehicle attributes match the
demand policy. The on-claim message authentication is to
verify whether the claim proposed by the sensing vehicle
itself matches its attributes. It can be seen that the on-demand
message authentication in TRAMS is more suitable for personalized vehicular crowdsensing scenarios.
Based on the security requirements of information service
under vehicular network [10], [15], [33], we define satisfaction (S) in the context of the vehicular crowdsensing. The
indicators for evaluating S include:
(a)
(b)
(c)
(d)
(e)

L1:
L2:
L3:
L4:
L5:

authenticate message source
guarantee message confidentiality & meet L1
protect sensing vehicle’s privacy & meet L2
allow fine-grained filtering of message & meet L3
meet the publisher’s expectation & meet L4

As shown in Fig.4, Wei [29] uses Schnorr signature to realize the identification of sensing vehicle identity in vehicular
crowdsensing. According to the satisfaction S standard defined
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TABLE II
C OMPARISON W ITH THE E XISTING S CHEMES

TABLE III
C OMPUTATIONAL C OST OF E ACH P HASE IN TRAMS

above, this scheme can reach L1. Wang [17] also uses the
Schnorr algorithm to authenticate the identity of the vehicle,
and uses the message-locked encryption scheme to encrypt the
message, so the S of this scheme can reach L2. Ni’s real-time
navigation system [15] uses the ElGamal and AES algorithm
to encrypt messages and query information. While ensuring
confidentiality, it can protect the privacy of the sensing vehicle
and use a signature to verify the identity of the vehicle. So the
S of this scheme can reach L3. Cui [28] and Huang [18]
use attribute-based signature to authenticate the identity of
sensing vehicle and message, and the identity is identified by
vehicle attributes to protect sensing vehicle’s privacy. So their
S can reach L4. Different from Cui [28] and Huang [18],
we consider the demand of the publisher while authenticating
the message, and match the attributes of the sensing vehicles
with the demand. Therefore, our TRAMS scheme can reach
L5, and provide users with a more secure and more satisfying
vehicular crowdsensing service.
B. Theoretical Analysis
Tables III shows the computational cost of the operations
required for each phase of TRAMS. In various cryptographic
operations, the execution time of the bilinear pairing operation
is the longest [34]. Obviously, vehicles with weaker computing
power compared to TA, local server and RSU do not need
to perform high-cost pairing operations when executing Sign
algorithm. So in our TRAMS, the computational cost of the
vehicle side is greatly reduced, which does not need T p .
In addition, each attribute authority can share the burden of
executing the AKGen algorithm in multi-authority key management architecture, while reducing the delay for vehicles
to obtain attribute keys, thereby effectively improving the
vehicle’s sensing efficiency.
C. Simulation Analysis
In order to demonstrate the efficiency and advantages of
TRAMS, we do extensive experiments and performance analysis in vehicular scenarios.

Fig. 5.

Map.

1) Simulation Settings: As the commonly used simulation,
we use the simulation tool SUMO to perform the following
simulation experiments, which can truly simulate the driving
state of the vehicle in reality [35]–[37]. And we import the
real trajectory data of the vehicle. As shown in Fig.5, we use
the OpenStreetMap tool to generate a real sensing scene map
and choose Yuhangtang Road as the experimental scene. The
red marks in Fig.5 are the location of RSU deployment.
The scene range in this experiment is the communication
range of a local server, which contains several RSUs [37].
Generally speaking, the communication range of an RSU
is 100-600m [36], which can include multiple vehicles for
requesting and sensing messages. We do experiments with
a device with 2.3 GHz Intel processor and 8 GB RAM.
We show that the simulation results obtained are significantly
the same as that of a realistic mobility model in the Internet of
Vehicles. Here, we define “valid message” for the publisher
as the message sensed by the sensing vehicle that is legal
and whose attributes meet the demand policy. In order to
avoid fluctuation, we get the average results from 100 times
experiments.
2) Simulation Evaluation:
a) The ratio of valid message: In the experiment,
we assume that all vehicles will actively participate in the
sensing task to obtain certain rewards, including some malicious vehicles. As shown in Fig.6, if the sensed message is
not screened and authenticated, as the number of malicious
vehicles increases, that is, the network environment gradually
becomes untrusted, the ratio of the valid message received by
the vehicle becomes smaller and smaller. As shown in Fig.7,
the vehicle will receive a large number of invalid messages,
which include messages sent by malicious vehicles. This will
cause the vehicle side to waste a lot of computing resources
for processing invalid messages. Therefore, compared with
traditional crowdsensing scheme [15], [17], [29], our TRAMS
scheme can effectively avoid the publishers receiving and

Authorized licensed use limited to: Hangzhou Normal University. Downloaded on September 02,2022 at 00:44:26 UTC from IEEE Xplore. Restrictions apply.

12798

Fig. 6.

IEEE TRANSACTIONS ON INTELLIGENT TRANSPORTATION SYSTEMS, VOL. 23, NO. 8, AUGUST 2022

The ratio of valid message received by vehicles in sensing tasks.

Fig. 7.

The total amount of message that the vehicle needs to process.

Fig. 8.

Impact of the number of vehicle attributes on getting attribute keys.

processing a large number of invalid messages, especially
in the personalized vehicular crowdsensing network which
requires timely task feedback. This can greatly increase the
rate of the vehicle receiving valid messages, thereby improving the quality of information services that the vehicle side
enjoys.
In the next experiments, we will compare the multi-center
TRAMS with the single-center Cui et al. [28] scheme.
b) The efficiency of generating attribute keys: As shown
in Fig.8, we assume that there are 100, 300, 500 vehicles

Fig. 9.

Total delay of getting attribute keys.

entering and requesting attribute keys simultaneously, and
the number of vehicle attributes varying from 10 to 40.
As shown in Fig.8, we can see that our TRAMS that have
2 attribute authorities achieves a better performance in the
different cases, and it takes less than 1s to generate all the keys
for 100 vehicles with average 40 attributes. This is because
in TRAMS the attribute authorities RSU and local server
can generate vehicles attribute in parallel, which can greatly
improve the efficiency of vehicle to get attribute keys, thereby
improve the efficiency of information services enjoyed by the
vehicle.
Fig.9 shows the total delay of getting attribute keys for
the authorities with the increasing number of attribute keys,
including the initialization time of TA and the key generation
time of AAs. The time delay of the trusted authority is
relatively low and remains constant, which only includes
the time for system parameters initialization. And the time
of key generation in attribute authorities increases linearly
with the number of attributes. In general, for a vehicle with
10 attributes, it only takes less than 1s for the total delay
of getting the attribute key, which is acceptable within the
communication range.
In our multi-authority key management architecture,
we introduce a trusted authority TA to initialize the system
and generate public parameters. TA holds the master secret
for the system and synchronizes them to multiple attribute
authorities. Then TA can assure the usability of attribute keys
a user getting from different attribute authorities, make the
verification independent of user’s identity.
c) The efficiency of signing: We assume that the number
of attributes of each vehicle is Nall . Fig.10 shows the effect of
the number of times the vehicle senses the message on the total
time of vehicle signature. In the process of only one sensing,
the number of attributes owned by the vehicle has increased
from 10 to 40, and the time for vehicle signature and RSU’s
verification will increase. But even when the vehicle attributes
are increased to 40, the vehicle signature time can be less than
500ms. As shown in Fig.10, in the first sensing, the time of
signature in TRAMS and the Cui’s [28] scheme is the same.
But through the increase of the number of times the vehicle
senses message, our scheme adopts the vehicular crowdsensing
architecture of multi-authority, which can effectively reduce
the total time of signing on the vehicle side.
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on multi-authority attribute-based signature (TRAMS). Our
scheme allows the sensing vehicle to sense according to the
demand of the publisher, and uses multi-authority attributebased signature to authenticate messages while protecting
the privacy of the sensing vehicle. And the multi-authority
key management architecture can effectively improve the efficiency of message authentication. So our TRAMS can ensure
the secure and accurate sensing of vehicles and improve the
satisfaction of vehicles to information service in vehicular
crowdsensing environment. In the future, we will consider
batch authentication in vehicular crowdsensing to improve the
efficiency of authentication.
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