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Abstract— Securing information dissemination is extremely
important for various vehicular ad hoc networks (VANETs) applications. However, most of the applications require disseminating
the critical information only to the authorized vehicles through
V2I (Vehicle to Infrastructure) communications. Moreover, V2I
communications usually suffer from incomplete information to
vehicles in one RSU’s transmission range. Therefore, it is an
even challenging task that how to ensure reliable dissemination
of encrypted data to the recipient vehicles in multi-RSU settings.
We propose a security-aware information dissemination scheme
with fine-grained access control in cooperative multi-RSU of
VANETs. Our proposed scheme uses ciphertext-policy attributebased encryption (CP-ABE) to ensure confidential communication in a broadcasting way, which ensures that only the vehicles
that satisfy the access control policy can have the ability to
access the information; and we employ proxy re-encryption in
the communication protocol to make sure the moving vehicles in
high-speed can get the whole encrypted information. Performance
analysis shows that our scheme can enable fine-grained access
control for the broadcasted information, and make sure the
vehicles receive reliable information in the whole disseminating
process. And our scheme is applicable and efficient in various
scenarios of information dissemination, especially in cooperative
multi-RSU of VANETs.
Index Terms— Vehicular ad hoc networks (VANETs), information dissemination, ciphertext-policy attribute-based encryption.

I. I NTRODUCTION

I

N RECENT years, vehicular ad hoc networks (VANETs)
have received great attention because of their numerous
attractive applications. These applications are considered to be
the most promising technologies in the future intelligent transportation system [1]–[3]. All of these services that provided by
the vehicular networks, no matter they are services for traffic
safety applications, traffic management applications, or infotainment applications and et al, depend on the well-designed
information dissemination mechanisms [4].
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Through the communication in VANETs, the driver can
quickly obtain important traffic information about road conditions and accident locations. For information dissemination
in VANETs, security is the most important issue [3], [5].
In order to prevent malicious users in VANETs from manipulating emergency information and protecting the dissemination of important information, a set of security mechanisms
must be designed to protect the information dissemination
in VANETs [6]. For securing information dissemination,
the delivery of information to the vehicles must adopt suitable
encryption schemes, enforce access control policies, and make
sure the safety-related information and other information delivered to the right vehicles, no matter what kind of type the information is, short text messages or mass multimedia messages
(e.g, audio or video). Securing information dissemination with
fine-grained access control is thus becoming the fundamental
supporting technology for many VANETs applications.
There are mainly two types of communication for
information dissemination in VANETs: vehicle-to-vehicle
(V2V) communication among the vehicles, vehicle-toinfrastructure (V2I) communication in a wireless network. For
information dissemination, V2V forms an ad hoc wireless
network, whereas V2I enables vehicles to connect to the
Internet via a roadside base station. Moreover, the information
disseminated through these communication strictly depends on
the network topology and the particular cooperation paradigm.
Although the road side unit (RSU) is a stationary unit,
both RSU and vehicle have limited transmission range that
restricts to shorter connection time [7]. Vehicles are moving
in high speed cross these cooperative multi-RSU rather than
be stationary, thus they may be served by more than one RSU
for services, and naturally the need for service handover will
become a necessity. In this article, we consider V2I communications, and analyze how to secure information dissemination
especially in cooperative multi-RSU of VANETs.
Under urgent circumstances (e.g., road accidents, traffic
jams, fire bombs), safety-related messages such as emergency
rescue, congestion notification and rerouting advise can help
to reduce potential impact and convey early warning to the
vehicles. These information should be broadcasted to the
vehicles securely and reliably as soon as possible. Otherwise,
late delivery or lost of that emergency information is useless.
Moreover it is quite impossible for the vehicles to distinguish
whether the received information is authoritative or not. More
importantly, vehicles move in high speed and go across
different RSUs during the information dissemination. Under
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such circumstances, it is a difficulty task to disseminate the
information reliably and efficiently since the vehicles lack
continuous connectivity with the fixed RSUs.
Various applications of VANETs rely on the routing protocols (unicast, multicast, broadcast, geocast, and etc.). Broadcasting is supposed to be the most efficient way in information
dissemination, which can provide real-time and reliable information for all vehicle nodes in a certain area. To ensure data
security during information dissemination, information publishers usually transmit information in an encrypted manner.
In order to prevent broadcast storms that arise by broadcasting of encrypted information, ciphertext-policy attribute-based
encryption (CP-ABE) has been studied extensively [8]–[10].
The sender encrypts the information according to a certain
access policy, and only the recipient who satisfies the attribute
set can decrypt. The security keys of the vehicles are changing
along with the location of the vehicles. However, when the
vehicle cannot receive complete information in a single RSU,
it is an even more challenging task to ensure that the vehicle
can receive and decrypt the complete information seamlessly.
To solve the above problems, we propose a security-aware
information dissemination model with fine-grained access
control in cooperative multi-RSU of VANETs. We apply
attribute-based encryption to ensure that only authorized vehicles can receive that information. We propose a novel seamless
handover scheme and ciphertext conversion method based on
proxy re-encryption, which help to ensure the reliability of
information dissemination. Performance analysis shows that
our scheme is flexible and efficient for information dissemination and sharing in the cooperative multi-RSU of VANETs.
The contributions of this article can be summarized as follows:
(1) We propose a fine-grained access control information
dissemination model in VANETs, which makes sure that only
the authorized vehicles can have the ability to access the
information, and ensures that information confidentiality is
maintained in the center-RSU-vehicle disseminating process.
(2) We present a ciphertext transformation scheme in
high dynamic multi-RSU circumstances, which employs
ciphertext-policy attribute-based and proxy re-encryption
scheme, to assure the vehicles can get the complete ciphertext information, even they have different keys in different
segments.
(3) We propose a reliable ciphertext dissemination scheme
in cooperative multi-RSU circumstances, in order to ensure the
vehicles can receive complete information no matter where it
is from the disseminated segments.
II. R ELATED W ORK
Secure information dissemination is the major concern in
VANETs. In this section, we first review the existing methods
of secure information dissemination in VANETs, and then we
review data dissemination protocols, especially in cooperative
multi-RSU of VANETs.
A. Secure Information Dissemination in VANETs
How to ensure that the information is not tampered with
during disseminating and how to accurately disseminate the
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information to authorized vehicles are important research topics that must be solved for secure information dissemination.
Encryption and decryption techniques are considered to
be the most effective way to ensure information confidentiality. There are many studies in VANETs that use cryptography to solve secure information dissemination problem.
Nema et al. [11] proposed a mechanism to protect intelligent
transportation systems by using RSA algorithm. This mechanism focuses on maintaining message integrity and confidentiality, and is able to identify and exclude malicious nodes
based on the trust values provided. Alshaer [12] used the security protocols SNEP and TESLA for secure message dissemination in Intelligent Traffic Systems, where SNEP guarantees
the reliability, identity authentication, integrity and freshness
of the message and TESLA is used for authenticated broadcasting. Gupta et al. [13] proposed an authentication-based
secure data distribution protocol for 5G-enabled VANET,
which is based on hash operations and uses encryption to
disseminate messages between vehicles to ensure the necessary
security.
Generally speaking, asymmetric encryption algorithms
require one-to-one encryption, and may not be efficient for
broadcasting the information in VANETs applications [14].
Mershad and Artail [15] proposed a secure and effective data
collection framework. They use the symmetry scheme (AES)
to encrypt the communication information between the vehicle and the RSU. However, key management in symmetric
encryption is an even challenging task. ABE is a one-to-many
encryption algorithm with fine-grained access control that is
suitable in VANETs with a large number of vehicle nodes.
Therefore, based on the above advantages of ABE, it has been
widely used in VANETs [8]–[10], [16]–[19]. Liu et al. [20]
proposed a secure and effective information dissemination
method (SEMD). The method encrypts information using
CP-ABE that uses an access control strategy to ensure that
only authorized vehicles can decrypt ciphertext information.
And experiments show that their proposed method can effectively improve the decryption time and reduce the storage
overhead on the vehicle side.
B. Data Dissemination in Multi-RSU Circumstances
In VANETs, data may not be completely disseminated in
a single RSU due to the limited communication range of
V2I communication and rapidly changing vehicles. Therefore,
there are many schemes to study the mode of data dissemination in multi-RSU cooperation [7], [21]–[23]. How to ensure
that the vehicle can continue to receive information after
switching different RSUs is a problem that needs to be solved.
Researchers have studied from the aspects of dissemination
protocols and scheduling algorithm.
Dua et al. [23] proposed a reliability-aware intelligent data
dissemination protocol, which uses game theory intelligently
to select the most reliable path to route data to the next
destination. In order to solve the problem of vehicles in the
communication blind zone in multiple RSUs, Tian et al. [24]
proposed to select suitable vehicles to solve the problem of
connection gap between various disconnected networks, and

Authorized licensed use limited to: Hangzhou Normal University. Downloaded on September 02,2022 at 00:45:12 UTC from IEEE Xplore. Restrictions apply.

2172

IEEE TRANSACTIONS ON INTELLIGENT TRANSPORTATION SYSTEMS, VOL. 23, NO. 3, MARCH 2022

also used the time slot method to limit the broadcast storm
problem. Paranjothi et al. [25] proposed a geographic social
trust routing (GSTR) approach, which introduces the concept
of credibility based on the definition of social connections and
uses trusted nodes to determine the shortest path for message
dissemination.
There are also some studies to solve the reliability problem
of data dissemination in multi-RSU from the aspect of file
distribution scheduling. Ali et al. [26] proposed a cooperative
load balancing method between RSUs. The interchange communication between the vehicle and the RSU may cause the
RSU to be overloaded. Therefore, this method considers the
vehicle driving direction, RSU load and other factors to allow
the RSU to transfer excess requests to other RSUs, which
can effectively improve the reliability of data dissemination.
Yousefi et al. [27] proposed an algorithm for distributing
files between moving vehicles through multiple RSUs. The
algorithm also enables recovery from other RSUs when the
vehicle is unable to fully download files from the RSU.
It can be seen that in order to ensure the quality of information services in VANETs, the reliability of data dissemination
in multi-RSU cooperation is a problem that must be solved.
At present, the information dissemination model based on
CP-ABE has become a secure dissemination method. But
based on this model, there is no research on the reliability
of information dissemination across RSU circumstances.
III. A PPROACH OVERVIEW
In this section, we will describe the model of our
security-aware information dissemination scheme in detail.
A. System Model
In our scheme, as shown in Fig.1, the entire system is mainly
composed of the center, the key generation center (KGC),
RSUs deployed on the road, and on-board units (OBUs)
equipped in the traveling vehicles.
The center is honest and trusted in VANETs, which is
responsible for delivering the verified information to an appropriate road segment based on the trajectories of vehicles. Also
the KGC is a trusted that is responsible for generating security
keys and managing public parameters in the system.
The RSU is semi-trusted, which is honest but curious. It has
certain storage and computing capabilities. RSUs act as the
communication relays for V2I communication, which send
information by broadcasting. We assume the wired communications between the RSU and adjacent RSUs are secure.
The vehicles with DSRC technology are equipped with
OBUs which services as a communication device and Global
Positioning System (GPS) navigator [2]. We treat each vehicle
as a collection of attributes, identifying each vehicle with
a set of attributes. These attributes are roughly divided into
two types, dynamic and persistent. The value of the persistent
attributes is relatively constant, such as the brand, type, color,
license plate and etc. The value of the dynamic attribute
changes more frequently, such as the direction, speed, current
location of the vehicle and etc. And each vehicle stores its
own security key in the equipped tamper-proof device.

Fig. 1.

System model.

B. Problem Formulation
In open VANETs, malicious attackers may eavesdrop on
information or collude with other vehicles to access authorized information. Importantly, due to the limitation of the
communication range of the RSU and the rapid movement
of vehicle, the vehicles lack continuous connectivity with the
fixed RSUs. So the vehicle may not be able to obtain the
complete ciphertext in a single RSU. In order to provide
secure and reliable information dissemination especially in
cooperative multi-RSU circumstances, we formulate the above
problem focusing on security and performance requirements.
(1) Confidentiality: Confidentiality is one of the major security requirements in VANETs. When RSUs are broadcasting
messages, these messages in VANETs needs to be delivered
in an encryption form.
(2) Access Control: The messages should be constrained
by the access policy in the ciphertext and can be selectively
passed to the vehicles without revealing any content of the
access policy and messages.
(3) Reliable: Many applications in VANETs require reliable,
bandwidth-efficient dissemination especially for traffic-related
information. It is a challenging task since VANETs often lack
continuous end-to-end connectivity in cross-RSUs process.
(4) Efficient: Efficient information dissemination via V2I
communication is quite important considering vehicle mobility, transmission range constrain and strict timing and etc.
IV. T HE P ROPOSED S CHEME
In this section, we present our security-aware information
dissemination model and discuss the practical application
especially during cooperative multi-RSU circumstances in
detail. The notations used are listed and defined in Table I.
A. Algorithm Construction
Our scheme combines CP-ABE and proxy re-encryption
(PRE) algorithm, to achieve fine-grained access control in
information dissemination and adaptive ciphertext conversion.
We apply CP-ABE to ensure that only authorized vehicles can
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d) It randomly selects the integer ri ∈ Z N for the i th row
of the matrix M.
The original ciphertext generated is

C T = C = me(g, g)ηs , C  = g s , C  = g0 s ,


(4)
Ci = g a Mi v Hρ(i) −ri , Di = gri , ∀i ∈ {1, 2, . . . , l}

TABLE I
N OTATIONS

access that information. And we research on a novel seamless
handover scheme and ciphertext conversion method based on
proxy re-encryption, which help to ensure the reliability of
information dissemination.
We present the algorithm construction which serves as the
basic algorithm for information dissemination. Our scheme
selects three mutually equal prime numbers p1 , p2 and p3
according to the security parameter λ, and calculates N =
p1 p2 p3. G is an N-order addition cycle group. G T is an
N-order multiplicative cyclic group that satisfies the bilinear
mapping e: G × G → G T . The subgroups G P1 , G P2 and G P3
of the prime order p1 , p2 and p3 in the G are respectively constructed. Our construction mainly comprises of the following
parts [28].
(1) Setup(1λ, U ) → (P K , M K )
In the setup step, it does the following steps:
a) It randomly selects two integers η, a ∈ Z N , a generator
g ∈ G p1 , an element g0 ∈ G p1 , and a generator Y3 ∈ G p3 .
b) It computes g1 = e(g, g)η and g2 = g a .
c) For each attribute x ∈ U (U is an attribute set), it selects
the random element h x ∈ Z N and calculates Hx = g h x .
d) The KGC generates the system public key to
P K = (N, g0 , g1 , g2 , Hx , ∀x ∈ U )

(1)

e) The KGC secretly saves the master key to
M K = (η, Y3 )

(2)

(2) KeyGen(P K , M K , S) → S K
In the K eyGen step, it does the following steps:
a) Given the user attribute set S, it selects a random value
t ∈ Z N and three random elements R0 , R0 , Rx ∈ G p3 .
b) The KGC generates the user’s security key as
S K = (S, K = g η g at R0 , L = g t R0 ,
K x = Hx t Rx , ∀x ∈ S)
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(3)

(3) Enc(P K , W, m) → C T
In the Enc step, it does the following steps:
a) For a message m, it defines an access policy W = (M, ρ),
where M is an l × n matrix and the function ρ associates rows
of M to attribute.
b) It selects a column vector v = (s, y2 , . . . , yn ) ∈ Z nN
randomly.
i
c) For i = 1, 2, . . . , l, it computes λi = M i · v, where M
shows the ith row of M.

(4) ReKeyGen(P K , S K , W  ) → RK
The user’s private key is changed due to the change of
attributes. To ensure that users can still decrypt the original
ciphertext, we first use ReK eyGen algorithm to generate the
re-encryption key for the proxy. It does the following steps:
a) It defines another access policy W = (M  , ρ  ),
b) It chooses a random element β ∈ Z N and computes
Ĉ = Enc(PK, W  , g β ).
Then the re-encryption key is set to be
RK = (S, r k1 = K g0 β , r k2 = L, K x = K x , Ĉ, ∀x ∈ S) (5)
(5) ReEnc(P K , RK , C T ) → C T 
We use ReEnc algorithm to re-encrypt the original ciphertext C T according to the RK . It does the following steps:
Ct = 
i∈I

e(C  , r k1 )
 ))ωi
(e(Ci , r k2 )e(Di , K ρ(i)

(6)

and outputs a re-encrypted ciphertext C T  = (C, C  , Ĉ, Ct ).
(6) Dec(P K , C T, S K ) → m or ⊥
In the Dec step, it does the following steps:
a) Assume that S meets W and I ⊂ {1, 2, . . . , l} is defined
as I = {i |ρ(i ) ∈ S}.
b) Then, let {ωi ∈ Z N }i∈I be a set of constants such that
if
{λ
 i } are valid shares of any secret s according to M, then,
i∈I ωi λi = s it holds if yes and outputs ⊥ otherwise.
The message m can be recovered as

C
(e(Ci , L)e(Di , K ρ(i) ))ωi
i∈I
m=
e(C  , K )
C

=  −ωi
(7)
e( Ci
, L)e(C  , K
K ρ(i) −ωi )
i∈I

i∈I

(P K , C T  , S K  )

(7) Dec R
→ m or ⊥
For re-encrypted ciphertext C T  , we use Dec R algorithm to
decrypt it. It does the following steps:
a) The security key S K  is associated with attribute set S  .
If S  satisfies W  , it computes g β from Ĉ by the Dec algorithm.
b) Then it computes the message m by m = Ce(C  , g β )/Ct
if yes and outputs ⊥ otherwise.
B. System Schema
In order to provide satisfactory intelligent transportation
services for the moving vehicles in dynamic topology in
VANETs, we integrate the whole process during information
dissemination, including ciphertext generation, ciphertext dissemination and ciphertext conversion and etc in cooperative
multi-RSU scenarios. Our proposed scheme mainly consists
of the following phases:
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1) System Initialization and Key Assignment: System initialization is carried out by the KGC running Setup algorithm to
generate the public parameters and master key for the system.
Each RSU is fixed in a particular region. The RSU can be
divided into a junction-RSU at the intersection of the road and
an edge-RSU at the non-intersection of the road [7]. Whenever
vehicle enters the region which is in the transmission range
of RSU, it registers itself to the RSU. Registration involves
identity authentication for that particular vehicle, which helps
the vehicle to establish communication with the RSUs.
The RSU then registers the vehicle’s persistent and dynamic
attributes with the center. The persistent attributes of the vehicle (eg, vehicle type) may be obtained from the Motor Vehicle
Division (DMV). Additionally, the vehicle’s dynamic attributes
(eg, position, speed, and direction of travel) may be obtained
through the OBU and the vehicle periodically broadcasting
a Basic Security Message (BSM). By collecting these basic
attributes of the vehicle, it is also possible to analyze the
traffic flow characteristics of all traffic flows [29]. The KGC
executes KeyGen algorithm and generates the security key for
that vehicle. The security keys are sent to the vehicle via a
secure channel for successfully registration.
2) Information Dissemination: When there happens a traffic accident in an intersection or other traffic-related event
happens, the information should be notified to the nearby
vehicles as soon as possible. Disseminating the information
especially for safety-related information in VANETs is a
challenging task. To achieve data privacy and fine-grained
access control in information dissemination, we apply the
Advanced Encryption Standard (AES) to encrypt information,
and use CP-ABE to encrypt AES keys by access policies.
Implementing a strategy means specifying multiple attributes
and logical predicates to ensure data access for authorized
vehicles.
When reporting a message for a specific event (e.g., a traffic
accident or fire), the trusted center immediately initiates an
emergency plan and enforces access control based on the type
of information and the relevance of the event. And then the
center runs the algorithm Enc, for example, rescue information should be disseminated to the nearest rescue vehicles.
In addition, in order to remind the upcoming vehicle to take
an alternative route, this information should be based not only
on the function of the vehicle (e.g., police car, ambulance) but
also on its movement (e.g., position and direction).
The center then sends the encrypted ciphertext to the
relevant RSU. The RSU immediately broadcasts the ciphertext
to the relevant vehicle within the communication range. If the
vehicle is unable to receive complete information in a single
RSU, the RSU sends the remaining information ciphertext
to the next cooperative RSU. And then the next cooperative
RSU running algorithm ReEnc generates the re-encrypted
ciphertext and broadcasts it to the relevant vehicles within the
communication range.
3) Information Decryption: When the vehicle enters the
RSU, the RSU determines whether it is necessary to disseminate information across the RSU based on the current
speed. Combined with the actual scenario (Fig.1), Algorithm 1
describes adaptive cross-RSU information forwarding scheme.

Algorithm 1 Adaptive information dissemination scheme in
cooperative multi-RSU
1: for each vehicle enter RSU1 do
2: Tall ← s ÷ v
3: Tleave ← R ÷ v
4: center runs the Enc(PK,W,m) → CT
5: if Tall > Tleave then
6:
KGC runs the ReKeyGen(PK,SK,W  ) → RK
7:
RSU2 ← RK,CT
8:
KGC runs the KeyGen(PK,MK,S  ) → S K 
9:
RSU2 runs the ReEnc(PK,RK,CT) → C T 
10:
Then vehicle runs Dec R (PK,C T  ,S K  ) → m
11: else
12:
The vehicle runs Dec(PK,CT,SK) → m
13: end if
14: end for

Let Tall indicate the time for the vehicle takes to get the
complete information, let Tleave indicate the time that the
vehicle takes to pass an RSU, and s and v indicate the size of
the received information in the first RSU and the current speed
of the vehicle. R represents the RSU communication range.
a) Information Dissemination in a Single RSU: Once
the vehicles receive the encrypted data in the transmission
range of RSUs (Tall < Tleave ), if the accident information
is related to the vehicle, the OBUs of the vehicles try to
decrypt the ciphertexts by running the decryption algorithm
Dec. Otherwise, the vehicle will ignore it.
As shown in Fig.1, it is assumed that vehi cle B can receive
messages in its entirety in a single RSU, and this information
is related to the vehi cle B . Then, the vehi cle B can perform the
original decryption algorithm Dec (Eq. 7) to directly decrypt
the complete message using the own key S K B in the current
RSU. The decryption process is as shown in the following:
C
m=
=


i∈I

(e(Ci , L)e(Di , K ρ(i) ))ωi
e(C  , K )

me(g, g)ηs e(g, g)

at



 i v)ωi
(M

i∈I

e(g, g)ηs e(g, g)sat

= m.

(8)

b) Information Forwarding Across Multi-RSU: Due to
the high-speed movement characteristics of vehicle nodes in
VANETs and the long communication time of some multimedia information, it is very likely that vehicle will not be able
to accept a complete message within one RSU communication
range. A vehicle may leave the RSU quickly before receiving
the required information completely [7]. Under such situation,
the vehicles is still going along the road, whereas the RSU
should transfer the information to the RSU that distributed in
the way the vehicle is heading.
As the dynamic attributes of the vehicle are changing from
RSU1 to RSU2 , such as the road segment, the speed and etc.
The security key of that vehicles has been updated. That is
to say, when the vehicle moves into the communication range
of RSU2 , the original ciphertexts cannot be decrypted with

Authorized licensed use limited to: Hangzhou Normal University. Downloaded on September 02,2022 at 00:45:12 UTC from IEEE Xplore. Restrictions apply.

LIU et al.: SECURITY-AWARE INFORMATION DISSEMINATION WITH FINE-GRAINED ACCESS CONTROL

the security keys. vehi cle A cannot receive the information
completely within the communication range of the RSU1 , and
needs to switch to the next RSU to continue receiving. The
center and the KGC needs to send the encrypted ciphertext
CT and the RK to the next possible RSU respectively. If
there are multiple candidate RSUs, RSU1 needs to select the
appropriate proxy re-encryptor. In the RSU dense urban scene,
there are several areas of communication overlap between
the RSUs. When the vehicle travels to the RSU1 and RSU2
communication overlap area, the vehicle can detect the RSU2
signal. Then RSU2 is the next predicted possible RSU. Based
on the trajectory prediction, the RSU can predict the next
possible RSU that the vehicle will pass when detecting a
plurality of RSU signals in the overlap region. Then ciphertext
CT and RK are sent to RSU2 . At this time, vehi cle A needs
to perform the decryption algorithm Dec R according to the
new key S K A obtained by entering the transmission range of
RSU2 and gets the information. The decryption process is as
shown in the following:

Ce(C  , g β ) (e(Ci , r k2 )e(Di , K ρ(i)  ))ωi

β
Ce(C , g )
i∈I
m=
=
Ct
e(C  , r k1 )
=


at
( M i v)ωi
s
sη
β
i∈I
me(g, g) e(g0 , g )e(g, g)
e(g, g)sη e(g, g0)sβ e(g, g)sat

= m.

(9)

V. P ERFORMANCE A NALYSIS
To illustrate our security-aware information dissemination
model in cooperative multi-RSU of VANETs, we provide the
performance evaluation in the following.

A. Security Analysis
1) Confidentiality: We consider the security of the information on the RSU side after the information is disseminated
from the center to RSU. During information dissemination in
VANETs, our scheme uses the CP-ABE algorithm to encrypt
the broadcasted information to ensure the confidentiality of
the information, which has proven to be CCA secure [30].
Also it can prevent collusion attacks, because the secret
shared value s is embedded in the ciphertexts, and each user’s
security key is also uniquely generated by the random number t. So even if the users collude, the ciphertexts cannot be
decrypted.
2) Access Control: In order to achieve accurate information
dissemination, our scheme achieves fine-grained access control
for the broadcasted information by enforcing access control
policy in the encryption process. In the encryption algorithm
Enc, the component Ci in the ciphertext CT is associated
with the access structure W to ensure that only the user
who satisfies the access structure W can finally decrypt the
ciphertext. That is to say, an attacker who does not have the
security key satisfying the access structure W cannot decrypt
the ciphertext. Therefore the information can be disseminated
more accurately in the broadcasting way.
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TABLE II
T HE FACTORS A FFECTING W HETHER OR NOT TO A CROSS
RSU S IN I NFORMATION D ISSEMINATION

3) Reliability: We consider the problem of receiving
encrypted information for vehicles in multi-RSU. As shown
in the Table II, we can see that based on the various sizes
of disseminated information and the possible location of the
vehicles staring to receive the information, information needs
to be disseminated across RSUs. Most of the existing work
focuses on cross-RSU network communications, but there is
no work on security issues in applications. The PRE algorithm is used in our scheme to solve the problem that the
secure ciphertext conversion and the vehicle can still securely
and reliably access ciphertext messages in the case of key
transformation across different RSUs process. Based on the
PRE algorithm, when the vehicle cannot receive information
completely in a single RSU and needs to cross another RSU,
the vehicle can continue to decrypt the re-encrypted ciphertext
with a different key without affecting the vehicle’s acquisition
of the original information. Therefore, our scheme guarantees
the reliability of information in the dissemination process
across multi-RSU.
We compare the proposed security-aware information dissemination model with other related schemes. As shown
in the Table III, Safi et al. [10] used CP-ABE to achieve
fine-grained information sharing between the cloud and vehicle, and use pseudonyms to effectively protect vehicle privacy. Kang et al. [18] and Nkenyereye et al. [19] also used
attribute-based cryptosystems to ensure the confidentiality and
access control of the information dissemination process. The
difference is that Nkenyereye et al. [19] use key policy
attribute-based encryption (KP-ABE), which is applied in
service provision application scenarios. However, almost all
of the above scheme are for short message scenarios and
are not applicable to any message type. Due to the limited
communication range of RSU, it is difficult to disseminate
large-size information such as video streams in one RSU,
so we consider the adaptive ciphertext conversion scheme in
multiple RSUs to ensure the reliable reception of information
on the vehicle side.

B. Efficiency Analysis
The Table IV presents the computation overhead of the
major processes in the algorithm. It can be seen from the
Table IV that the number of bilinear pairing operations in
our scheme’s Enc algorithm is constant. Because bilinear
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TABLE III
C OMPARISON W ITH THE E XISTING S CHEMES

TABLE IV
C OMPUTATION C OMPLEXITY

The last one is the one we proposed, that is, the information
is encrypted using the CP-ABE algorithm, and the ciphertext
is re-encrypted by the next RSU using the PRE algorithm in
the process of crossing the RSU, and then disseminated to the
vehicle. Therefore the total dissemination time (T3 ) is
T3 = TGen(R K ) + TReEnc

Fig. 2.

The total time of information dissemination across RSUs.

pairing is much less efficient than other operations, our scheme
reduces the computational cost.
To illustrate that our security-aware information dissemination model is efficient in cooperative multi-RSU circumstances, we conduct the following experiments. Because our
scheme uses the CP-ABE+PRE algorithm to achieve secure,
fine-grained and reliable information dissemination. Therefore,
we chose to compare the total time required for information
dissemination with the traditional one-to-one encrypted algorithm RSA. We let TX represent the time it takes to execute
algorithm X. As shown in Fig.2(a), the Scheme 1 uses the RSA
algorithm for cross-RSU information dissemination. Then the
total dissemination time (T1 ) of the Scheme 1 is
T1 = n ∗ TEnc(R S A)

(10)

The Scheme 2 only uses the CP-ABE algorithm for
cross-RSU information dissemination. Since the CP-ABE
algorithm involves the problem of key change after switching
the RSU, the RSU decrypts the ciphertext and then encrypts
the information in the information dissemination process.
Therefore, the total dissemination time (T2 ) of the Scheme 2 is
T2 = 2 ∗ TEnc(C P−AB E) + TDec(C P−AB E)

(11)

This process includes two times of Enc(C P − AB E), that
is, the time when the current RSU uses CP-ABE to encrypt
information according to the next RSU attributes and the time
when the next RSU encrypts information according to the
dissemination policy.

(12)

As is shown in Fig.2(a), as the number of vehicles in the
RSU communication range continues to increase, the time (T1 )
for completing the dissemination of information across RSUs
using the Scheme 1 of the RSA algorithm is rapidly increasing. And the Scheme 2 and our scheme using the CP-ABE
algorithm can realize one-to-many ciphertext dissemination,
and the time (T2 , T3 ) to disseminate information across RSUs
remains unchanged. In addition, our scheme uses the PRE
algorithm to solve the problem of unreliable dissemination
caused by key changes in the cross-RSU scenario after using
CP-ABE, which greatly improves the efficiency of the entire
information dissemination process.
In order to compare Scheme 2 and our scheme more closely,
we also conduct the following experiments. In the CP-ABE
scheme, the time of encryption and decryption depends on
the complexity of the access policy. So in the experiment,
the size of the plaintext we use is 1KB. And we choose
the 50 most complicated strategies as the form ( A1 AND
A2 …AND An ), where Ai is an attribute and the value
of n increases from 1 to 50. As shown in Fig.2(b), as the
number of attributes increases, the total time for information
dissemination also increases. Because in cross RSUs, our
scheme only needs one ciphertext conversion on the original
ciphertext. Experiment shows that the time of conversion is
less than that of encryption and decryption. So our scheme is
obviously more efficient than Scheme 2. Therefore, the system
can perform ciphertext conversion more efficiently and reliably
to complete information dissemination.
C. Accuracy Analysis
In order to prove the accuracy of the proposed scheme in
real information dissemination scenarios, we use the traffic
simulation software SUMO. We list the main settings in the
simulation in Table V.
In order to simulate a real scene of information dissemination, as shown in Fig.3, we select the surrounding scenes
such as Yuhangtang Road, Wenyi West Road, Gaojiao Road
and Liangmu Road as experimental scenes. The location of
the accident is marked in red and the blue location is where
the RSU is deployed. Taking security-related messages as an
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TABLE V
S IMULATION C ONFIGURATIONS

Fig. 3.

Fig. 4. The impact of information dissemination on the average travel delay
time (Timeloss) after an accident under different vehicle numbers.

Real map.

example, the RSUs disseminate accident information when the
system is running for 200s. And the accident will last 8min.
To illustrate the impact of disseminating information using
encrypted broadcast and fine-grained access control on actual
traffic, we calculate three indicators, the average travel delay
time of vehicle (Timeloss), the average vehicle speed, and the
ratio of valid information (RV ). Their calculation formula is
as follows.
T i meloss = avg(Ttravel − Tdesire )

(13)

where Ttravel represents the actual travel time of the vehicle
and Tdesire represents the time required for the vehicle to
travel at the desired speed. And avg represents the averaging
algorithm.
Naccept
(14)
Nneed
where Naccept represents the number of vehicles receiving
information within the RSU communication range and Nneed
represents the number of vehicles passing the accident road
segment.
When a traffic accident occurs, effective information dissemination will directly have a positive affect on the average
travel delay time and the average vehicle speed, but the degree
of impact will be different under different vehicle numbers.
As shown in Fig.4 and Fig.5, a traffic accident occurred when
the system was running for 200 seconds, if the RSU does
not disseminate information about the accident, vehicles far
away from the accident site will not realize that they may pass
the accident site. This will definitely cause road congestion,
which makes the vehicle speed to drop rapidly and the average
delay time to rise sharply. If the RSU disseminates the accident
information to the vehicles within the communication range,
it can be seen from the Fig.4 and Fig.5 that the growth of
the average vehicle travel delay and the decline of the average
speed have slowed down significantly. So effective information
dissemination can greatly improve the traffic efficiency.
Through the above analysis, it is known that the information dissemination is necessary for traffic efficiency, but
RV =

Fig. 5. The impact of information dissemination on the average vehicle speed
after an accident under different vehicle numbers.

the encrypted broadcast information dissemination may easily
cause broadcast storms. The information that is not useful for
a specific vehicle is considered redundant information. Therefore, accurate information distribution methods are required in
VANETs. The higher proportion of valid information received
by the vehicle, the more accuracy of the dissemination method.
As shown in Fig.6(a)(b)(c), compared with RSA and CP-ABE
scheme, our scheme using CP-ABE and PRE with fine-grained
access control to set the access control policy during disseminating so that the vehicles whose attribute set meets the policy
can successfully receive and access information. And we
propose the ciphertext transformation scheme using proxy reencryption, thus the vehicles can receive complete information
cross two RSUs, and do not need to disseminate a duplicate
one when cross two RSUs using CP-ABE. Even when there
is 100 vehicles in a RSU, the accuracy of information dissemination based on our scheme (CP-ABE+PRE) can reach
0.8 in two RSUs, which is much higher than existing schemes.
In this experiment, the properties of our access control policy
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Fig. 6.

Impact of different information dissemination methods on the proportion of valid information.

are based only on the location properties of the vehicle. So if
the access policy is combined with other types of attributes
according to the actual situation, the information dissemination
will be more accurate. Therefore, our information dissemination scheme using CP-ABE+PRE algorithm can effectively
improve the accuracy of information dissemination.
VI. C ONCLUSION
In dynamic VANETs, ciphertext information can not be
obtained completely in one RSU’s transmission range, it must
be delivered during proactive handover between multiple different RSUs. In order to ensure the secure and reliable information dissemination in cooperative multi-RSU of VANETs,
we present a information dissemination scheme based on
CP-ABE with fine-grained access control and a ciphertext
conversion method based on PRE, which help to ensure the
security in information dissemination. The scheme ensures the
vehicles in high speed can obtain complete information either
in a single RSU or in cooperative multi-RSU. The experimental analysis shows that the scheme can perform fine-grained
access control on broadcast information and ensure that the
vehicle can efficiently obtain reliable information in various
dissemination circumstances, especially in cooperative multiRSU. In the future, we will research on how to develop
access control policy to ensure more accurate information
dissemination.
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